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Okta Verify Enrollment with Username and Password

Before starting the enrollment process, close out all browsers. If at any time
during the enrollment process you have too many browsers open, you may need
to clear your browser cache. To do that, see instructions at the end of this
enrollment guide: Clearing internet browsing cache for both Edge and Chrome.

The following section outlines the steps necessary to complete the initial enrollment in
Okta Verify with a Username and Password.

1. Log into the DOT workstation.

2. Open the Okta Desktop application on your desktop. @

Okta Verify

3. The first time you run Okta Verify on your desktop, you will be presented with a
welcome screen. This welcome screen is shown when Okta hasn’t been set up
on a new GFE device. Press “Get Started,” then “Next,”. If the Organizations
Sign-In URL is blank, input the following link when prompted:
https://workforce.faa.gov. Press “Next”.

e First, enter your sign-in URL

Welcome to Okta Verify How it works https:/worklorce faa gov

ign in to your arganization's apos

Get started

If you have been issued a Logical Access Card (LAC) for a privileged
H account, remove it (your PIV card needs to remain connected) from the
©  smart card reader or you may be prompted to input a PIN more than once.


https://workforce.faa.gov/
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4. Okta will open and verify your browser connection. The verification process

continues in the

5. Enter your DOT email address and then press “Next.” You will then be presented
with a screen asking you to verify it's you with a security method. Press “Select”

browser.

© Oxa Verify

G

Check your browser

To continue, we'll need to verify your identity

Didn't find the sign-in page?

next to password.

e

Welcome to the new MyAccess Login

| Sign in with PIV / CAC card

OR

: : [ Email Address

|| Keep me signed in

DOT Support:
1(866) 466-5221

5-helpexpress@dot.gov

FAA Support:

1(B44) FAA-MYIT or 1 (B44) 322-6948

helpdesk@faa.gov

@

Verify it's you with a security method

® debramyers@dot.gov
Select from the following options

: i > prsswerd

Back to sign in

Email Select
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6. You will be prompted to enter a password. Select “Forgot Password”. You will
then be prompted to get a verification email. Press “Send me an email”.

Do not enter your DOT network password in the Password field. The
following steps will guide you through the process of setting an Okta
password which is separate from your DOT network password.

Q Q

%k okok ]

o—=]

Verify with your password . . .
Get a verification email
(®) Rose.Bowie CTR@dot.gov

\?«,' debra.myers@dot.gov
Password

| ~ Send a verification email to d**s@dot.gov by

clicking on "Send me an email”.

Forgot password? o
Back to signin

Back to sign in

7. Enter the code you received from your verification email, then click “Verify”.

H The passcode expiration time is 5 minutes.

Q

X

Verify with your email

(® Rose.Bowie CTR@dot.gov

We sent an email to R***R@dot.gov. Enter the
verification code in the text box.

Haven't received an email? Send
again

=" |
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8. After you input the code from the verification email, you will be prompted to
create a new password. Input your new password twice then press “Reset
Password.” Okta will check your browser briefly. You will then see a screen
asking to set up Windows Hello, select “Not Now.” (The Windows Hello feature is
not available at this time.) This step may take up to two minutes.

This password only needs to be set once. Once a password is set you can use it any
time Okta requests a password.

o0
v/

® Rose Bowie CTR@dot gov Set up Windows Hello?
& Rose.Bowie.CTR@dot.gov

& RoseBowie.CTR

Once set up, Okta Verify will use Windows Hello to verify your identity.

= r
m

e out of all other devices
[ Reset Password ]

Back to sign in

9. You will see a screen briefly that says, “Adding Account” while your account is
finalized on the Okta Verify desktop application. The browser will then display,

“Your identity is verified.” © orsverty -
Accounts g O
oo 7T
‘ Debra Myers
@ oo >
o)

Adding account...
Use another account

Your identity is verified
You can close this browser tab
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10. Close both the Okta Verify Desktop application and the browser.

Enrollment of your DOT workstation is now complete. If you have a Government
Furnished Equipment (GFE) iPhone or mobile device, proceed to the next section.
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Okta Enrollment for Government Furnished Equipment (GFE): iPhone and Mobile
Devices

The following section outlines the procedures needed to enroll a GFE iPhone or mobile
device with Okta Verify.

1. On your Department of Transportation (DOT) workstation (not your mobile
device), open the Microsoft Edge browser and navigate to the following link:
https://workforce.faa.gov/.

If you have been issued a Logical Access Card (LAC) for a privileged
account, remove it (your PIV card needs to remain connected) from the
smart card reader or you may be prompted to input a PIN more than once
in the following steps.

o—=a

Enter your DOT email address in the field provided. Select “Next”. On the
following screen, enter your Okta password and select “Verify”.

You will be logged into the Okta console.



https://workforce.faa.gov/
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2. On the right side of the Okta console, you will see a drop-down indicator. Click
the drop-down arrow and select “Settings” to open the Okta Settings panel.

) | € Myapps Dashboard | FAA-wi X |+

Stephen
& C M () httpsy//workforcedev faa.gov/app/UserHome?iss=https$3A%2F%2Fworkforc.. A @ 15 L] FAA-wf
A T s T T e e e o E ) e e e
Stephen Firestone
e IO\} — ] Stephen. Firestone CTR@dot.gov
Settings
A MyApps om . > J-¢
B Noscations Preferences

Recent Activity

Sign out

3. On the right side of the Settings panel, you will see a section labeled “Security
Methods.” On the line for Okta Verify, select “Set up another.” Note: You may
need to scroll down if to find “Security Methods” depending on the size of your

B | @ My aops Dahourd | AAw X | 0 x
« C @ s/ workiorce laagov/enduser/se %« = Gl @ - (b
- Tony Q
e Q_ Search your apps Fan-wt
(-]
My Apps
ccount 7 EdiProfile &
& Notifications

+

Division

4. A panel will load to verify your identity. Select “Use Okta FastPass.” Another
panel will appear from Okta Desktop asking if you are signing in. Press “Yes, it's
me” (If prompted to enter your PIN, hit “Cancel”.) You will see a panel asking you
to input a password. Enter your Okta password and select “Verify”.
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Chief Information Officer

Q e

G ks el - kS

Verify it's you with a security method

® debramyers@dot gov

Select from the following options

0 Use Okta FastPass Select
Okta Verify st -«
= Email Select
L Password Select

Back to sign in

5. The panel to set up a new security method (add a new device) will appear. In the
center of the panel, you will see Okta Verify listed. Select “Set up.” A Quick
Response (QR) code will appear on the screen.

1)
A Q
©

6. Unlock your GFE managed iPhone or mobile device and open the Okta Verify
application. Select “Get Started,” then “Next,” then select “Add Account.”
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12:47

9
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12:47 o T - 12:47 - -

@ ®

e P <

Welcome to Okta Verify Ways to verify

How it works

Securely sign in to your organization's apps. 3 When signing in, enter a code from this app, tap

When you access your org: ation's apps, use Yes on a push notification, or tap the "Sign in
Okta Verify to confir ur identity. using Okta Verify on this device" button.

o bl

7. Select “Organization” as the Account Type. You should be presented with a
screen preparing for you to scan the QR code you generated in the previous
steps. Press “Yes, Ready to Scan.” If you receive a request that says, “Okta
Verify would like to access the camera,” select “OK”. Note: if you do not
complete these steps within 5 minutes, it will time out.

Scan QR Code

Choose Account Type Do You Have Your QR Code?

Chaose the type of account you would like to add

EcE

N gt

N Before you continue, make sure your OR codeis
shown on another device, such as a laptop

Where do | get my QR code?

YYes, Ready to Scan

l Mo, Sign In Instead J

8. Aim the phone’s rear camera at the QR code displayed in Okta Verify on the
screen of your DOT workstation and place the QR code within the square on the
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camera. Once the QR code is inside the square, the application will automatically
read it and proceed with adding your enrollment.

9. You will see a page asking to Allow Push Notifications, select “Allow.” When you

see another request saying “Okta Verify’ would like to send you notifications,”
select “Allow.”

10.0n your mobile device, the next screen will ask you if you want to enable Face
ID. Select “Not Now.” You will then see the message “Account Added.” Select
“‘Done.”

11. You will then see the message “Account Added”. Select “Done”.

Okta Verify

@
-
Enable Face ID Account Added

— Allow Push Notifications? ephon Firestone CTR@dot gov

Allow Push Notifications? stephen fredtonn CTRE Lt os
This allows you to use Okla Verify with Face D to
. Approve or deny requests directly from push access apps. You cas
Approve or deny requests directly from push notifications without having to open the Okta
netifications without having to open the Okta Verify app.
verify app.

Return to your organization's instructions to
centinue.

Impartant: Keep this app installed on your davica.
u'l i

“Okta Veerify” Would Like to ou'll need it to sign in.

low
ottt
Skij
| sk ‘ [ * ]

10
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12.You will now see the main screen for Okta Verify for the iPhone. This is the
screen you will see any time you open Okta Verify on your iPhone and
authenticate your login. Okta can now be used on this device for providing multi-

factor authentication (MFA) for applications.

oktaverity + & -

workforcedev.faa.gov >
Stephen.Firestone CTREot. 0w

137750

inch Dashboard 5

Thank you for enrolling your devices in Okta. You may return to the home screen
on your iPhone or mobile device. The enroliment of your GFE iPhone or mobile
device is now complete.

Note: There are some unique situations where you may need additional
instructions to complete Okta Verify enrollment for secondary devices. Please
contact OCIOCIlientCenter@dot.gov for instructions if either of the following

situations apply to you:

1. You are PIV exempt and need to enroll a second workstation.
2. You need to enroll additional mobile devices and don’t have access to the

workstation that you already enrolled in Okta Verify.

*If you have a working PIV card and you need to enroll a second workstation or mobile
device, follow the Okta Enroliment of DOT workstation with PIV enrollment guide.

11
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How to Clear Internet Browsing Cache: Microsoft Edge

' . oc'o Office of the DOT
Chief Information Officer

How to Clear Your Internet Browsing Cache
In Edge

Select the 3 buttons in the top right corner of your Edge browser

Select Settings

A o m o3 = §

@ Mew tab Ctrl+T
a Mew window Ctrl+MN
Zoom — 0% +
{\E Favorites Ctrl+Shift=0
O history Ctrl+H
i Downloads Ctrl+)
B apes
{3 Extensions
@ Performance
B3 Print Ctrl-P
@ Web capture Ctrl+5Shift+5
(3 Web select Ctrl+ Shift+X
a Find on page Ctrl+F
AN Read aloud Ctrl+ Shift=U

Mare tools

[ €§3 Settings

- o X
= ¢ = $JW
a

Select Privacy, search, and services

Settings

C,

Search seftings

Profiles

Cp

Privacy, search, and services "

®kol 8l ®BEBE D

p

@=00 D

Appearance

Sidebar

Start. home, and new tabs
Share, copy and paste
Cookies and site permissions
Default browser
Downloads

Family

Languages

Printers

System and performance
Reset settings
Accessibility

About Microsoft Edge

Under Clear browsing data, select Choose what to clear

Clear browsing data

This includes history, passwords, cookies, and more. Only data from this profile will be deleted. Manage your data

Clear browsing data now

Choose what to clear every time you close the browser

] " Choose what to clear ||

[
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Select the drop-down box for Time range and change from Last hour to 7 days.

X X

Clear browsing data Clear browsing data
Time range Time range

Last hour A Last 7 days ~

Last hour Last hour

Last 24 hours Last 24 hours

Last 7 days | Last 7 days

Last 4 weeks Last 4 weeks

All time All time
Cached images and files Cached images and files

Frees up less than 261 MB. Some sites may load more Frees up less than 261 MEB. Some sites may load more

Clear browsing data for Internet Explorer mode

Clear browsing data for Internet Explorer mode

Sync is turned off. When you turn on sync, this data will be cleared
across all synced devices signed in to Rose.Bowie@ad dot.gov. To
clear browsing data from this device only, sign out first.

Sync is turned off. When you tumn on sync, this data will be cleared
across all synced devices signed in to Rose. Bowie@ad.dot.gov. To
clear browsing data from this device enly, sign gut first.

Cancel

Leave the defaulted options checked and select Clear now

pad
Clear browsing data

Time range

Last 7 days b

Browsing history

151 items. Includes autocompletions in the address ]
bar.
Download history

]

Neone

Cookies and other site data

From 28 sites, Signs you out of mast sites.

Cached images and files

Frees up less than 261 MB. Some sites may load more

Clear browsing data for Internet Explorer mode

Sync is turned off. When you turn on sync, this data will be cleared
across all synced devices signed in to Rose.Bowie@ad.dot.gov. To
clear browsing data from this device only, sign out first.
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How to Clear Internet Browsing Cache: Google Chrome

' . oc'o Office of the DOT
Chief Information Officer

How to Clear Your Internet Browsing Cache

In Chrome

Select the 3 buttons in the top right corner of your Chrome browser

Select Settings
= ¥ W
Mew tab

MNew window

New Incognito window

X

o6 :

Ctrl+T

Ctrl+N

Ctrl+Shift+M

=

» 06

B3 Managed by your organization

security

History

Downloads Ctrl+]

Bookmarks

Zoom - 100% = i

Print... Ctrl+F

Cast...

Find... Ctrl+F

Mare tools

Edit Cut Copy Paste
[ Settings ]

Help

Euit

>

¥

Select Privacy and

Settings

2  Youand Google
B Autofill

e Privacy and security ]
(% Performance

@  Appearance

Q,  Search engine
B Default browser
() Onstartup

@ Languages

#  Downloads

T Accessibility
"\ System

£ Reset settings
*n Extensions [
@ About Chrome
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In the middle of your screen, under Privacy and security select Clear browsing data

Privacy and security

=  Clear browsing data
Clear history, cookies, cache, and more

Coockies and other site data
Third-party cookies are blocked in Incognito mode

;5 Security
Safe Browsing (protection from dangerous sites) and other security settings

_, Site setlings \

Controls what information sites can use and show (lecation, camera, pop-ups, and more)

Privacy Sandbox
Trial features are off

Select the drop-down box for Time range and change from Last hour to 7 days. Leave
the other defaulted options checked and then select Clear data.

r -

Clear browsing data

Basic Advanced
FY
Time range ﬂ_ast hour v\
Last hour
Browsll Last 24 hours
Clears
Cookies=am ST eie ool

Signs you out of most sites. You'll stay signed in to your Google Account
so your synced data can be cleared.

Cached images and files
Frees up less than 319 MB. Some sites may load more slowly on your
next visit.

G Search history and other forms of activity may be saved in your Google
Account when you're signed in. You can delete them anytime. -

Cancel Clear data
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